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generated by these services can be of great public value. As the 
city of Amsterdam is also part of the ‘cities coalition for digital 
rights’ and aiming to be a number one city in the protection of its 
citizens digital rights, Amsterdam is looking for good examples 
in the governance of data and cocreation of public value together 
with citizens, local stakeholders and SMEs.  
Considering the context, and considering the role of the 
municipality, this paper explores the following question: can or 
should a local government organize a data commons in order to 
enable parties to share data in a trusted, fair and economic way, 
while observing privacy and security concerns?  This paper 
therefore shortly explores the ‘why’ and ‘how’ and evaluates the 
applicability of a data commons as a disruptive technology and 
framework. This paper is based on existing literature and 
interviews with experts from the municipality of Amsterdam and 
is structured as follows: section 2 will start with some 
background information to support the research question. In 
section 3 the concepts of a smart city and data commons are 
explored, and section 4 will present the conclusions.  

2 BACKGROUND 
In the last couple of years, data have become a valuable asset to 
our economy. Some have claimed that the world’s most valuable 
resource is no longer oil, but data [23, 49, 53]. A new form of 
capitalism has arisen where wealth is generated based on the 
accumulation, extraction, processing, and use of data.  
The term Big Data has been on the rise since the start of the new 
millennium. Enabled by new and innovative technologies, 
companies can gather and analyse data from their customers or 
users and use it to their advantage. Digital data and information 
have become a critical economic, political, and social resource 
and most of this data is in the hands of just a few companies such 
as Amazon, Google, Facebook, and Apple [41, 43]. With this 
data, these few companies can have huge control and influence 
over human behaviour and societies. As a response, politicians, 
human rights movements and people in general have raised 
concerns about the misuse of their data. For many, it is not clear 
how much data these companies collect and what they do with it. 
As a result, people opt to not share anything with anyone and 
have started hoarding their data. However, data can be of great 
value for everyone if used in the right way. In the near future for 
instance, Artificial Intelligence will have to use data to play a role 
in the delivery of services [36]. If this data stay in the hands of 
big tech companies, the positive effects may never reach citizens. 
As a digital rights city, therefore, it is of importance to look for 
new technologies that enhance public value and public benefit at 
the same time [43]. Citizens should have the power to decide on 
who they want to share their data with, under which rules, for 
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1 INTRODUCTION 
In the last decades, the concept of a smart city has grown in 
popularity both as a research subject and in government policies. 
Cities all over the world have started using technology to look 
for solutions that enable transportation linkages, mixed land uses, 
and high-quality urban services with long-term positive effects 
on the economy and sustainability of the city [1].  
Smart cities are built on data. And one area where the generation 
and analysis of data have steadily increased is the mobility sector. 
App-based mobility services, like bike-sharing, scooter-sharing, 
peer-to-peer carsharing, and ride-hailing gather enormous 
amounts of information about how, when, and where people 
travel. And not only sharing apps, also other apps like weather 
apps or wayfinding apps generate data. Plus not only ‘smart 
solutions’ generate data but also ‘regular’ cars and bikes are 
becoming more and more mobile sensors in the city landscape by 
offering, to name just a few examples, ‘tracking services’ in case 
of theft, and cameras helping people to park.   
In this context the City of Amsterdam aims to be a smart and 
mobile city, offering a large supply of mobility options; 
affordable, reliable, and accessible to everyone. However, most 
mobility data are enclosed by private companies, while the data 
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what purpose and in a transparent manner. Data are (too) often 
regarded as a resource to be extracted for private profits, and 
technical developments have enabled technology firms to 
capture data from and about those who have not consented or 
have no viable alternatives. The view on data therefore must 
change from an asset that can offer a competitive advantage, to 
one of public infrastructure to ensure common welfare, which 
can be exchanged equally. 
For this research, a smart city is defined as "A well defined 
geographical area, in which high technologies such as ICT, 
logistic, energy production, and so on, cooperate to create 
benefits for citizens in terms of wellbeing, inclusion and 
participation, environmental quality, intelligent development; it 
is governed by a well-defined pool of subjects, able to state the 
rules and policy for the city government and development”. The 
city of Amsterdam has already become an example of how a 
smart city strategy can be implemented. With the above 
mentioned definition in mind, the main goal of smart cities is to 
improve the quality of life for its citizens in a sustainable way. 
At the same time, citizens also have the potential to be the main 
component of data acquisition. With the use of smartphones, the 
citizens can act as human sensors and help gather enormous 
amounts of data [29]. ICT can act as a platform to collect 
information and data to promote an improved understanding of 
how a smart city is functioning in terms of services, 
consumption, and lifestyle. Especially with mobility data, the 
input of citizens can be of great value [30]. 
While the potential of big data is explored on a daily basis in the 
development of new and possibly disruptive technologies, the 
potential societal disruption and ethical concerns attract less 
attention or even denial and/or apathy. This while multiple 
studies show that, with the creation of intelligent mobility 
systems in smart cities, the potential for intrusive surveillance is 
increased [31] and that the types of data used are privacy-
sensitive [32]. Location history data, for instance, can act as an 
identifier of its users [33, 34]. Also bias in data can be a 
multiplier of societal injustice, as the Dutch ‘toeslagenaffaire’ 
[35] has shown, framing approximately 26.000 parents as
possible fraudsters, based on their (second) nationality. Also
multiple organizations may have multiple policies and rules
regarding the protection of the data of their users. However, this
is not always transparent - while it may lay in everyone’s interest
to share this data [36]. Therefore, one of the main challenges of
the use of big data are privacy, transparency, and bias.

3 Data Commons 
There are various definitions in use for commons and also for 
data commons. In general, the Nobel prize winning work on 
commons by Elinor Ostrom in 1990 is used as a reference for any 
such definition. Ostrom successfully described the commons as 
a governance model rather than open access to resources and 
introduced the commons as a framework to value various 
historical and contemporary social movements. In short one can 
define the commons as a commonly owned and managed 
(common pool) resource. More elaborate, Ostrom identified 8 
design principles of stable common pool resource management 
in her groundbreaking work ‘Governing the commons. The 
evolution of institutions for collective action.’ [3, 6, 18, 19, 27]. 

3.1 Design principles data commons 
Principles can be described as general rules and guidelines which 
a system architecture must follow to be as productive and cost 
effective as possible. Principles help guide the use and 
deployment of an architecture. Also principles may help identify 
concerns stakeholders might have that a system can address. 
Each principle should have a rationale and implication associated 
with it. This can help with promoting the acceptance and 
understanding of the principles [10, 25]. Here, we adapted and 
‘translated’ 7 of Ostroms 8 design principles - in a first attempt - 
to rationales and implications for data commons [5]. 
(1) Define clear group boundaries:

• Rationale: Who can use the data should be clearly defined
and should be easily identifiable

• Implication: An individual using the commons may
require identifying information before allowing access to
the commons. Additionally, the data sets should be easily
identifiable. With this in place, poaching can be easily
detected [23].

(2) Match rules governing the use of common goods to local
needs and conditions:
• Rationale: The rules of governing the data commons

should be matched to the local needs of the users. Since no
data commons and its environment are the same.

• Implication: Setting up the rules and guidelines of the use
of the commons should include the local users of the
commons. Therefore, citizen participation is a crucial part
of a successful commons.

(3) Ensure that those affected by the rules can participate in
modifying the rules:
• Rationale: Both the data producer and user should be able

to benefit from the data commons and be protected.
• Implication: All parties within a data commons should be

able to change the conditions of the data commons, with
agreement from all parties. The use and production in the
data commons should always be in balance.

(4) Make sure the rule-making rights of community members
are respected by outside authorities:
• Rationale: The rules and regulations of the commons

should be respected by the local authorities, must be
recognized as legitimate by the authorities.

• Implication: Local authorities shouldn’t be able to change
the rules without the consent of the parties involved.

(5) Develop a system, carried out by community members, for
monitoring members’ behaviour:
• Rationale: Monitoring of the data commons is needed to

ensure that the data is used fairly.
• Implication: Unauthorized use of the data should be

detected. In the case of a data commons, this could be a
moderator, since the commons are not in a physical place.
Ideally, this is done by the user community.

(6) Use graduated sanctions for rule violators:
• Rationale: Users and producers in the data commons that

violate its rules should not be banned directly.
• Implication: A gradual system needs to be set up.

(7) Provide low-cost accessible means for dispute resolution:
• Rationale: When issues within the commons come up, the

dispute would has to be resolved in an informal, cheap, and
straightforward manner. This way problems are resolved,
rather than ignored

• Implication: A process for conflict resolution should be
created that is perceived as fair by all users of the data
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commons. A mechanism for rule enforcement and for 
dealing with violators needs to be set up and discussed by 
all involved parties. 

Concerns 
The incorporation of the above-mentioned design principles can 
be a measure of success when organizing a data commons. But 
can they also be used to address the concerns the relevant 
stakeholders might have?  

3.2 Citizen participation 
Since citizen participation is a necessary step when organizing a 
datacommons and is essential for two design principles of a 
successful data commons, a major concern when it comes to a 
local government organizing or facilitating a datacommons is the 
participation of citizens. Is this a ‘contradictio in terminis’ or can 
and should the government act as a facilitator or incubator? 
Looking at the participation ladder by Arnstein [2] there is, 
indeed, a world to win, also calling for a different role of the 
government: a ‘co-creating government’ or ‘co-city’.  

Figure 1: Levels of participation 

Transparency 
Another important concern is transparency; in order to achieve a 
successful mobility data commons, the municipality needs to be 
transparent about every part of the data commons. To achieve full 
transparency, openness of all operations within the data 
commons is required, so that citizens if needed, can hold the 
consumers of the data accountable and are allowed to withdraw 
their consent [24]. However, measuring transparency within a 
data commons can be a tricky task. The question is not only how 
much information is available and under which terms, but is also 
a question of equality in the accessibility and usability of that 
information. Transparency is increased when the data within a 
data commons is given a proper context and, therefore, its users 
can use and understand the data without confusion. 
Transparency should cover all of these aspects of data access: 
physical access, intellectual access, and social access [13]. In the 
case of a data commons, physical access can refer to the ability 
to reach the content of the commons, social access is the ability 
to share the content of the commons and intellectual access is the 
ability to fully comprehend the content [7, 4], sometimes also 
referred to as ‘digital literacy’. Not only in Amsterdam, but in 
more cities in the digital rights coalition, the Covid-19 pandemic 

and subsequent lockdowns showed that a lot of families don’t 
have access to technology when public services like libraries and 
schools are closed. And how can Amsterdam residents take 
ownership over their data if they don’t have access to technology, 
know where to access their data or how to object to their data 
being used? By introducing a ‘digital agenda’ [41] the city of 
Amsterdam is working on overcoming this divide and promoting 
and protecting digital rights, yet agency is complex and scattered.  
Also, the use of data and which algorithms are used should 
always be disclosed to the contributors of the data. Amsterdam 
has made a first step by introducing an ‘Algorithm register’ [16]. 
But can a commons be organized in such a way that no one has 
access to a contributor’s data without their permission? 

Monitoring and validating 
This also raises the question if local governments can organise 
the monitoring of the use and validation of data. A solution could 
be implementing an interoperable context-aware meta-databased 
architecture [15]. This type of architecture is context-aware and 
allows permissions and policies to be attached to the data. 
Additionally, due to its flexibility, trust norms can be changed 
and can account for increased transparency and accountability. 
This is an architecture that associates data with user permissions 
and policies which enables any consumer to handle the data in a 
way that is consistent with a contributor’s wishes [21]. This is a 
method that could increase accountability in a decentralized data 
ecosystem like a data commons. However, this method does thus 
far not provide a way for community members to contribute to 
monitoring the behavior within the community.  

Concerns 
Interoperability is a practical, yet very prominent concern when 
organizing data commons [7, 8] since a data commons is not only 
about access to data, it is also a platform for data experimentation 
and interaction. Technically, a data commons is a repository of 
personal manifests that describes the access and usage rights of 
all data generated by an individual within a digital service. 
Therefore, the data commons must regulate relationships 
between the organizations and individuals that use and share 
ownership of the data. This way, data commons help citizens 
having a say in what data they want to share and under which 
conditions. Also data commons could provide users easy access 
to their own data, information about who has access to their data 
and what they could do with this information. However, for this 
to be successful also trust needs to be built between the different 
parties participating in the commons. As our last concern we 
raise the question on the definition and the narrative. The 
commons, although part of an important and impactful historical 
movement, that, amongst others, created the guilds in the Middle 
Ages, the common land movement in the UK and, more recently, 
knowledge commons Wikipedia [11], mutuals like 
‘broodfondsen’ in the Netherlands and citizen energy 
communities in most European countries, are not part of our 
current, dominant,  narrative. Although he European Union and 
Dutch government have legal frameworks in place for several 
types of commons - in housing and energy for instance- no real 
understanding of the potential public value or even clear 
definition of a data commons currently exists. 

6. facilitating: citizen is initiator, decisionmaker and owner. Local government is 
facilitating/ activating and helping.

5. co- decisionmaking: citizens play their part in planning and decisionmaking through for
instance participatory budgetting/ citizen jury. Public servants advise, local government
sets the 'legal framework' and checks.

4. co-creation: citizens are actively invited to think along in planning through workshops
for instance. Politicians commit to chosen solution.

3. advising: citizens are asked for advise through a.o. online discussions,

2. consulting: citizen is asked for his/her opinion through focusgroups, etc.

1. informing: citizen has access to essential info to express his/her opinion. 
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4 CONCLUSION 
For now, the larger technology companies dominate the data 
collection in the area of mobility. As a result, these companies 
have exclusive control over what happens with the data the 
citizens of a city generate. In this paper we described how this 
‘enclosure’ of data by big tech builds a powerful value driven 
case for cocreating and/or facilitating commons in mobility data 
as a local government. Although a clear pathway on how to 
organize a mobility data commons is not yet available, the road 
ahead is one of cooperation, building trust between participants 
and experiment. By taking it one step at a time, setting clear 
boundaries and rules that are understood by partners involved 
and, obviously, involving citizens in every step. However, 
considering digital literacy and other possible constraints for 
citizen participation, careful thought on how to involve citizens 
-for a longer period- is paramount. One suggestion would be to
just ‘follow the music’: there is a vibrant movement of active
citizens communities and SMEs in town, how can the local
government cooperate towards the creation of a data commons
in mobility as a spill-over effect from these efforts? This way
data commons can prove to be an alternative for apathy and
distrust in big tech, contributing to a strong and growing
narrative on local cooperation.

Figure 2: the third sector model [37] 
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